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Criptomonedele reprezinta instrumente
financiare specifice, care functioneaza in baza
tehnologiei blockchain si care, in prezent, sunt
folosite de un numar tot mai mare de persoane,
ca mijloc de plata si de investitie. Prin analiza
porzitiei institutiilor oficiale in domeniul cripto-
monedelor, dar si a opiniilor expertilor in dome-
niul tehnologiilor informationale financiare, a
fost elaborata o viziune complexa asupra pro-
blematicii abordate. Aceste active digitale, in
mare parte din cauza anonimatului operatiunilor
efectuate si a infrastructurii de suport dispo-
nibile, au devenit un sector atractiv, pentru
criminalitatea internationala, de legalizare a
Sfluxurilor financiare ilicite, utilizandu-se diferite
metode de escrocherie. Pentru combaterea
acestui fenomen, in diferite tari, au fost imple-
mentate masurile necesare pentru a stopa astfel
de activitati, iar perfectionarea cadrului de
reglementare, atdt la nivel national, cdt si inter-
national, pentru activitatile de pe piata cripto-
monedelor a devenit un obiectiv important.

Cuvinte-cheie: criptomoneda, blockchain,
flux financiar ilicit, spalarea banilor.

JEL: B17, F31, F32.

Introducere

Spalarea banilor constituie procesul de
ascundere a originii mijloacelor financiare si de
deghizare a activelor obtinute din activitati ile-
gale, astfel incat, acestea sd capete o aparentd
legala si sa poata fi utilizate fard detectarea pro-
venientei lor [1], [2]. In prezent, expertii din sfera
finantelor subliniaza amploarea spalarii banilor la
nivel global, problema care este considerata a fi
una deosebit de semnificativa.

Oficiul Natiunilor Unite pentru Droguri si
Crimd (UNODC) a evaluat nivelul mijloacelor
banesti spalate in fiecare an, estimandu-le intre 2
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Cryptocurrencies are specific financial
instruments that work based on blockchain
technology and are currently used by an
increasing number of people as a means of
payment and investment. By analysing the
positions of official institutions in the field of
cryptocurrencies, as well as the opinions of
experts in financial information technologies, a
complex view of the issue has been developed.
heir anonymity and the support infrastructure
make them attractive to international criminal
activities, especially for laundering illicit finan-
cial flows through various scams. Different
methods are used for this. To combat this pheno-
menon in different countries, combative measu-
res have been taken. At the same time, an
important opportunity has become the improve-
ment of the regulatory framework at the national
and international level of activity on the crypto-
currency market.
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Introduction

Money laundering is a process of concea-
ling the origin of funds and disguising financial
assets obtained from illegal activities so that
they acquire a legal appearance and can be used
without detection of their origin [1], [2]. Cur-
rently, financial experts draw attention to the
scale of money laundering at the global level,
which is considered significant.

The United Nations Office on Drugs and
Crime (UNODC) has estimated the level of
money laundered each year between 2 and 5%
of global GDP, which in value terms is between
EUR715 billion and EUR1.87 trillion [3].
There are several methods applied to money
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si 5% din produsul intern brut (PIB) global, ceea
ce, in expresie valorica, se plaseaza intre 715
miliarde de Euro si 1,87 trilioane de Euro [3].
Exista diverse metode aplicate pentru spalarea de
bani’ insa, in decursul ultimului deceniu, a cres-
cut amploarea folosirii criptomonedelor pentru
spalarea banilor.

Scopul acestui articol il constituie deter-
minarea aspectelor cantitative si calitative ale
tendintelor internationale de utilizare a pietei
globale a criptomonedelor in calitate de spatiu de
spalare a banilor.

Metodologia cercetarii

Primul pas in studierea problemelor legate
de spalarea banilor pe piata criptomonedelor a
constat Tn examinarea materialelor publicate de
institutiile oficiale si a opiniilor expertilor in do-
meniul tehnologiilor informationale financiare.
Ulterior, a fost elaborati o viziune complexa
asupra problematicii abordate si au fost trasate
concluziile aferente.

Rezultate obtinute si discutii

Criptomoneda (numitd uneori ,,criptova-
lutd” sau ,,cripto”) rezida intr-un tip de moneda
digitalad (virtuala, o moneda surogat, nebancara),
care utilizeaza criptografia pentru a securiza
tranzactiile si este folositd ca mijloc de plata.
Criptomoneda nu este emisa de citre o autoritate
centrald emitentd (sau de reglementare) si este
stocata in portofelele digitale, iar utilizarea ei se
bazeaza pe tehnologia blockchain si pe un sistem
descentralizat, pentru a Inregistra tranzactiile si a
emite noi unitati [4], [S].

Blockchain-ul constituie o baza de date
distribuita, conceputd pentru a mentine o lista de
inregistrari ordonate, numite blocuri, care sunt
interconectate prin metoda criptografiei [6].

In conformitate cu informatia prezentati
de Josh Howarth, numarul global al criptomo-
nedelor a crescut semnificativ de la 50 in anul
2013, pana la 13217 in martie 2024 [7].

In perioada 01.01.2014-14.03.2024, nive-
lul capitalizarii pietei globale a criptomonedelor
a crescut prin oscilatii spectaculoase, de la 10,6
miliarde USD pana la 2845,8 miliarde USD, iar
la data de 07.08.2024, capitalizarea totala a
pietei a constituit 2.035,9 miliarde USD [8].

In anul 2024, la nivel global, circa 562 de
milioane de persoane au detinut monede digitale,
inregistrandu-se o crestere cu 34%, fata de 420
de milioane in anul 2023 [9].

Din anul 2019 au inceput sa aparda publi-
catii ale unor institutii financiare internationale,

laundering, but over the past decade, the use of
cryptocurrencies for money laundering has
increased.

The purpose of this article is to determine
the quantitative and qualitative aspects of
international trends in the use of the global
cryptocurrency market as a space for money
laundering.

Research methodology

The first step in studying the problems of
money laundering in the cryptocurrency market
started with the examination of the materials
published by official institutions and the opi-
nions of experts in the field of financial infor-
mation technologies. Then a complex vision was
developed for the addressed problem, and related
conclusions were formulated.

Results obtained and discussions

Cryptocurrency (sometimes called crypto)
is a type of digital currency (virtual, a surrogate,
non-banking currency) that uses cryptography to
secure transactions and is used as a means of
payment. Cryptocurrency is not issued by a
central issuing (or regulatory) authority and is
stored in digital wallets. And its use is based on
blockchain technology and a decentralized
system to record transactions and issue new units
[4], [5].

Blockchain is a distributed database desig-
ned to maintain a list of ordered records called
blocks, which are linked using cryptography [6].

According to the information presented by
Josh Howarth, the global number of crypto-
currencies has increased from 50 in the year
2013 to 13217 in March 2024 [7].

In the period 01.01.2014-14.03.2024 the
level of capitalization of the global cryptocur-
rency market increased through spectacular
fluctuations from USD 10.6 billion to
USD2845.8 hillion, and on 07.08.2024 it was
USD2035.9 billion [8].

In 2024, globally, around 562 million
people owned digital currencies, which is an
increase of 34% compared to 420 million in the
year 2023 [9].

Since 2019, publications by some interna-
tional financial institutions regarding the invol-
vement of the global cryptocurrency market in
illicit financial circuits have begun to appear.

For example, expert Ben lorio wrote in his
article “A study from April 2019 reported that
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referitoare la implicarea pietei globale a cripto-
monedelor in circuitele financiare ilicite.

De exemplu, expertul Ben lorio a men-
tionat in articolul sau ca: ,,Un studiu din aprilie
2019 a raportat ca aproximativ 76 de miliarde
de dolari in activitati ilegale pe an implica
Bitcoin” [10].

Dupa obtinerea veniturilor din operatiu-
nile cu criptomonede, criminalii sunt nevoiti sa
spele banii, pentru a putea fi considerati drept
castiguri legitime, ceea ce se soldeazd cu con-
vertirea lor Tn moneda fiat [10].

Serviciile competente de combatere a
spalarii banilor din Uniunea Europeand afirma
ca: ,,Criptomonedele oferd anonimatul si au
devenit alegerea favoritd de spalare a banilor.
Infractorii efectueaza tranzactii pe pietele web
intunecate, unde au loc tranzactii cu criptomo-
nede estimate la 1,5 miliarde EUR, ceea ce face
ca urmadrirea si identificarea sa fie dificile pentru
autoritati” [11].

Specialistii de la Transparency Internatio-
nal au remarcat cresterea popularitatii criptomo-
nedelor in calitate de instrumente financiare in
randurile grupurilor criminale organizate, fiind
folosite pentru desfasurarea activitatilor ilegale.
Aceste grupuri criminale pot beneficia de ano-
nimatul inerent si de natura descentralizata a
criptomonedelor, pentru desfasurarea operatiu-
nilor de spilare a banilor si comiterea infractiu-
nilor ce tin de coruptie. Infractorii pot utiliza pia-
ta criptomonedelor, substituind sistemul bancar
traditional, pentru a transfera sume importante
de bani, cu un risc, potential mai redus, de a fi
descoperiti de catre organele abilitate sau de
institutiile financiare traditionale, care sunt obli-
gate sa raporteze despre tranzactiile suspecte [12].

Insusi procesul de functionare a pietei
criptomonedelor nu este, in mod inerent, ilegal
sau fraudulos, insd el poate oferi diferite cai
pentru spilarea banilor [12].

Motivele principale de utilizare a cripto-
monedelor de cétre infractori au fost prezentate
de Transparency International [12]:

e anonimatul/pseudonimizarea:  criptomo-
nedele functioneaza fara implicarea ban-
cilor centrale si evitd sistemul bancar
traditional. Utilizatorii criptomonedelor nu
detin conturi bancare aferente, in sensul
traditional. Fiecare unitate de criptomo-
neda este monitorizatd cu un set specific
de chei de acces. Detinatorului monedei i
se da o cheie privata, care serveste la

Revista / Journal ,, ECONOMICA” nr.3(129) 2024

around USD76 billion of illegal activities per
year involve Bitcoin” [10].

After earning revenue from crypto-
currency operations, criminals must launder
the money to pass it off as legitimate earnings,
which results in converting it to fiat currency
[10].

The services empowered to combat money
laundering in the European Union state: “Cryp-
tocurrencies offer anonymity and have become a
favoured choice for money laundering. Cri-
minals conduct transactions on dark web mar-
ketplaces, where an estimated EUR 1.5 billion in
cryptocurrency transactions occur, making tra-
cking and identification challenging for autho-
rities” [11].

The specialists from Transparency Inter-
national declared: ,,Cryptocurrency is becoming
an increasingly popular tool for organised crime
groups (OCGs) to conduct illicit activities.
OCGs can exploit the inherent pseudonymity
and decentralised nature of cryptocurrencies to
conduct money laundering and other crimes
related to corruption. Criminals can use crypto-
currencies instead of the formal banking system
to move large sums of money which entails a
potentially lower risk of being detected by law
enforcement or the traditional financial insti-
tutions which are required to submit suspicious
transaction reports” [12].

The very process by which the crypto-
currency market operates is not inherently illegal
or fraudulent, but it can provide an avenue for
money laundering [12].

The main reasons for the use of crypto-
currencies by criminals were presented in Trans-
parency International [12]:

e anonymity/pseudonymity:  Cryptocurren-
cies work without the involvement of
central banks and bypass the traditional
banking system. Users of cryptocurrencies
do not have related bank accounts in the
traditional sense. Each unit of crypto-
currency is monitored with a specific set
of access keys. The holder of the coin is
given a private key, which serves to
validate them as the legal owner of the
assets, and transactions are recorded
anonymously on the blockchain;

e existence of the financial infrastructure of
the cryptocurrency market that allows
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validarea acestuia, in calitate de proprietar

legal al activelor, iar tranzactiile sunt

inregistrate anonim pe blockchain;

o existenta infrastructurii financiare a pietei
criptomonedelor: aceasta permite persoa-
nelor atat intrarea, cat si iesirea lejerd de
pe piatd. De asemenea, faciliteaza fluxul
financiar intre sistemele financiare tradi-
tionale si piata cripto, prin intermediul
rampei de acces destinatd schimburilor de
criptomonede;

o ambiguitatea reglementarii/lipsa regle-
mentarii: criptomonedele sunt dificil de
analizat, din cauza structurii lor descen-
tralizate. Ele au capacitatea de a desta-
biliza moneda fiat si de a stabili o sectiune
a economiei, care nu este direct guvernata
sau reglementatd de stat. Atitudinea legis-
latiei fatd de criptomonede este diferita in
diverse tari. De exemplu, India si China au
adoptat legi stricte asupra criptomone-
delor, iar in Japonia s-au implementat
reglementéri care atesta criptomonedele ca
mod legitim de moned3;

e acoperirea globala: criptomonedele facili-
teaza un transfer, aproape instantaneu, de
fonduri la nivel international si ofera
totodatd criminalilor un mijloc de trans-
feruri financiare, evitdnd in acelasi timp
limitarile transfrontaliere impuse de sis-
temele traditionale. Fondurile ilegale pot
fi transferate catre alte jurisdictii finan-
ciare in care isi desfasoara activitatea
infractorii, pentru a-si proteja averea de
confiscare in timpul fazei de stratificare a
procesului de spalare a banilor.

Pentru efectuarea analizei fluxurilor ilici-
te, ce tin de criptomonede la nivel global, se
poate apela la informatiile prezentate 1In
rapoartele celor de la Chainalysis, o firma ame-
ricand de analiza blockchain, cu sediul in New
York City. Aceasta dezvoltd software de con-
formitate si investigatie, avand ca principal
obiectiv analiza registrului public blockchain,
utilizat, In mod special, pentru a urmari
monedele virtuale. Alaturi de banci si de brokeri,
printre clientii acestei companii se numara
institutii de prestigiu, precum: Biroul Federal de
Investigatii al Statelor Unite, Drug Enforcement
Administration, Internal Revenue Service Crimi-
nal Investigation, precum si Agentia Nationala a
Crimelor din Regatul Unit [13].

people to enter and exit the market and

facilitate the flow of funds between

traditional financial systems and the
crypto market through access ramps for
cryptocurrency exchanges;

e regulatory ambiguity/lack of regulation:
Cryptocurrencies are difficult to analyse
due to their decentralized structure. They
can destabilize fiat currency and establish
a section of the economy that is not
directly governed or regulated by the state.
In some countries the attitude of legis-
lation towards cryptocurrencies is diffe-
rent. For example, India and China have
passed strict laws on cryptocurrencies, and
Japan has implemented regulations cer-
tifying cryptocurrencies as a legitimate
form of currency;

e global coverage: Cryptocurrencies enable
near-instant transfer of funds across bor-
ders and provide criminals with a means
to easily transfer funds while avoiding
cross-border limitations. Illegal funds may
be transferred to other financial juris-
dictions where criminals operate to protect
their assets from seizure during the
layering phase of the money laundering
process.

The information presented in its reports by
Chainalysis, which is an American blockchain
analysis firm based in New York City, can be
used to analyse the illicit flows of crypto-
currencies globally. It provides compliance and
investigative software to analyse the blockchain
public ledger, which is primarily used to track
virtual currencies. Along with banks and
brokers, clients of this company include the
United States Federal Bureau of Investigation,
the Drug Enforcement Administration, and the
Internal Revenue Service Criminal Investigation,
as well as the United Kingdom's National Crime
Agency [13].

Likewise, Chainalysis has helped law
enforcement recover cryptocurrencies from ille-
gal businesses, including in 2020 helping law
enforcement recover over USD 1 billion from
the takedown of the Dark Web marketplace Silk
Road [13].

The dynamics of financial flows obtained
from illicit addresses in the period 2017-2023 is
presented in figure 1.
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De asemenea, Chainalysis a ajutat fortele
de ordine sa recupereze criptomonede de la
intreprinderile ilegale, inclusiv in anul 2020,
cand a facilitat recuperarea a peste 1 miliard

USD in cadrul operatiunilor de distrugere
a pietei Dark Web Silk Road [13].

Dinamica fluxurilor financiare generale
din adresele ilicite, in perioada 2017-2023, este
prezentata in figura 1.
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Figura 1. Dinamica fluxurilor financiare obtinute din adresele ilicite (miliarde USD)/
Figure 1. Dynamics of financial flows obtained from illicit addresses (billion USD)
Sursa: elaborata de autori in baza [14], [15]/Source: developed by the authors based on [14], [15]

in anul 2023, dinamica fluxurilor finan-
ciare obtinute din adresele ilicite a constituit
24,2 miliarde de USD, inregistrand o reducere
fatd de anul precedent cu 15,4 miliarde de USD.

Cu toate acestea, este remarcabild cres-
terea acestor fluxuri financiare fata de anul 2017,
cand a fost inregistrat un volum de 4,6 miliarde
de USD. in anul 2022, 0 componenti importanta
au devenit fluxurile financiare ilicite ce tin de
entititile sanctionate. In anul 2023, volumul
tranzactiilor desfasurate de aceste entitati au
insumat 14,9 miliarde de USD, ceea ce repre-
zintd 61,5% din volumul total al tranzactiilor
ilicite din anul respectiv.

In ceea ce priveste furturile de criptomo-
nede in anul 2022, au fost raportate sume furate
de 3,7 miliarde de USD, iar in anul 2023 volu-
mul s-a diminuat cu 54,3%, pana la 1,7 miliarde
de USD. in 2023, escrocheriile cu criptomonede
au generat fluxuri financiare ilicite de 4,6
miliarde de USD, scdzand cu 29,2% fata de anul
precedent [14], [16]. Concomitent, ponderea
tranzactiilor ilicite, pe piata criptomonedelor, in
volumul total al tranzactiilor, a oscilat puternic
(figura 2).
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In 2023, this indicator was USD 24.2 bil-
lion, with a reduction compared to the previous
year by USD15,4 billion.

However, the increase in these financial
flows compared to 2017, when a volume of USD
4.6 billion USD was recorded, is remarkable. In
2022, illicit financial flows related to sanctioned
entities became an important component. In
2023, the volume of transactions carried out by
them amounted to USD 14.9 billion, which
represents 61.5% of the total volume of illicit
transactions in that year.

In 2022, USD 3.7 billion was stolen, and
in 2023, the volume dropped by 54.3% to USD
1.7 billion. In 2023, cryptocurrency scams
generated USD 4.6 billion in illicit financial
flows, down 29.2% from the previous year [14],
[16]. At the same time, the share of illicit
transactions on the cryptocurrency market in the
total volume of transactions fluctuated strongly
(figure 2).




FINANTE, CONTABILITATE, ANALIZA S| INFORMATICA ECONOMICA

/ FINANCE, ACCOUNTING, ECONOMIC ANALYSIS AND INFORMATICS

1,6
1,42
1.4

1,2

0,8
0,6

0,32

2018

0,4

1,29

2017 2019

0,44 0,42
0,34
2020 2021 2022 2023

Figura 2. Dinamica ponderii tranzactiilor ilicite in volumul total al tranzactiilor pe piata
criptomonedelor (%)/Figure 2. Dynamics of the illicit transactions share
in the total volume of transactions on the cryptocurrency market (%)

Sursa: elaborata de autori in baza [14], [15]/ So

Daca in anul 2017 valoarea acestui indi-
cator a constituit 1,42%, in anul 2023 el a con-
stituit 0,34%.

Volumul fluxurilor financiare, ce tin de
spalarea banilor pe piata criptomonedelor, a avut
tendinta generald de crestere (figura 3).

urce: developed by the authors based on [14], [15]

If in 2017 this indicator constituted 1.42%,
in 2023 it constituted 0.34%.
The volume of financial flows related to

money laundering in the cryptocurrency market
had a general upward trend (figure 3).
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Figura 3. Dinamica volumului global al

spalarii de bani pe piata criptomonedelor

(miliarde USD)/ Figure 3. Dynamics of the global volume of money laundering
in the cryptocurrency market (billion USD)
Sursa: elaborata de autori in baza [12], [17]/Source: developed by the authors based on [12], [17]

Dacd in anul 2017 acest indicator a
constituit 4,3 miliarde de USD, in anul 2022 el s-
a ridicat pana la 31,5 miliarde de USD, iar in
anul 2023 a avut loc o diminuare pana la 22,2
miliarde de USD.

Partial, aceastd scadere se datoreazd sca-
derii generale a volumului tranzactiilor cu crip-
tomonede atat legitime, cat si nelegitime [14].

Bursele centralizate raman destinatia prin-
cipald a fondurilor trimise de la adrese ilicite,

If in 2017 this indicator was USD4.3 bil-
lion, in 2022 it rose to USD31.5 billion, and in
2023 there was a decrease to USD22.2 billion.

In part, this decline is due to the overall
decline in the volume of cryptocurrency trans-
actions, both legitimate and illicit [14].

Centralized exchanges remain the main
destination of funds sent from illicit addresses,
at a rate that has remained relatively stable over
the past five years.
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tendintd care a ramas relativ stabild in ultimii
cinci ani.

Expertul Helina Hilda a prezentat moda-
litatile de baza ale spalarii banilor pe piata crito-
monedelor, dupa cum urmeaza [18]:

e Mixarea: acest lucru consta in ameste-
carea criptomonedelor utilizatorilor cu
cripto-urile altor utilizatori, transmitandu-
le prin mai multe adrese diferite, rezultand
o criptomoneda ,,curatd”, care este obti-
nuta de la celalalt capat al procesului;

o Platformele de jocuri de noroc online:
aceste platforme ofera tehnici relativ simple
de spalare a banilor. Fondurile de pe plat-
forme sunt platite in criptomonede. Dupa
efectuarea unor tranzactii, aceste fonduri pot
fi Incasate sau plasate in pariuri;

e Schimburile neconforme: aceste platforme
nu respectd reglementarile in vigoare. Ele
au putine proceduri de verificare a iden-
titatii utilizatorilor sau lipsesc cu desa-
varsire, ceea ce le face foarte atractive
pentru activitatile criminale;

o ATM-urile cu criptomonede: aceste dis-
pozitive fac parte din infrastructura finan-
ciard ce permite utilizatorilor sd cumpere
criptomoneda cu un card de credit/debit.
De asemenea, ele permit oricui sa schimbe
criptomonede in numerar;

e Retele peer-to-peer: utilizarea acestor
retele se bazeaza pe atragerea partilor terte
neimplicate, prin intermediul cérora infrac-
torii pot trimite fonduri. Aceste retele des-
centralizate peer-to-peer contribuie la
reducerea riscului, facilitind patrunderea
criptomonedei ,curate” intr-o tara cu
reglementari anti-spdlare a banilor lejere
sau inexistente, unde poate fi convertita in
moneda fiat.

Una dintre strategiile de combatere a
spélarii banilor in cadrul piatei criptomonedelor
se referd la implementarea legislatiei anti-spalare
a banilor.

In unele tiri (precum Republica Moldova)
S-a recurs la interzicerea prestarii serviciilor ce
tin de criptomonede. Alte tari au intreprins ma-
suri legislative menite sa solutioneze problema
abordata [18]:

e Uniunea Europeand a adoptat a cincea di-
rectiva Impotriva spalarii banilor (AMLDS),
care impune schimburilor criptomonedelor
si furnizorilor de servicii de custodie sa se
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Expert Helina Hilda presented the basic
ways of money laundering on the cryptocurrency
market [18]:

e Mixing: Represents the blending of users’
crypto with other users’ crypto by sending
them through several different addresses,
resulting in the “clean” cryptocurrency
that is obtained from the other end;

e Online gambling platforms:  offer
relatively simple money laundering
techniques. Funds on the platform are paid
through cryptocurrencies. After some
transactions, these funds are then cashed
out or placed in bets;

¢ Non-compliant exchanges: do not comply
with any regulations. They have little or
no user identity verification procedures,
which makes them very attractive to
criminals;

e Cryptocurrency ATMs: are part of the
infrastructure that allows the purchase of
cryptocurrency with a credit/debit card.
Likewise, they allow anyone to exchange
cryptocurrencies for cash;

o Peer-to-peer networks: their use is based
on attracting unsuspecting third parties,
through which criminals send funds.
These decentralized peer-to-peer networks
reduce risk and result in “clean” crypto-
currency ending up in a country with lax
or no anti-money laundering regulations,
where fiat currency can be cashed.

One of the approaches to combating
money laundering through the cryptocurrency
market is related to the operation of anti-money
laundering legislation.

In some countries (for example, the
Republic of Moldova) they have resorted to ban-
ning on their territory any provision of services
related to the crypto world.

Other countries have taken legislative
measures aimed at solving the problem at hand
[18]:

e The European Union has adopted the
Fifth Anti-Money Laundering Directive
(AMLDS5), which requires cryptocurrency
exchanges and custodial service providers
to register with the local regulatory autho-
rity and comply with Know Your Cus-
tomer (KYC) and Anti-money laundering
(AML) standards;



FINANTE, CONTABILITATE, ANALIZA S| INFORMATICA ECONOMICA / FINANCE, ACCOUNTING, ECONOMIC ANALYSIS AND INFORMATICS

inregistreze la autoritatea locala de regle-
mentare si sa respecte standardele Know
Your Customer (KYC) si Anti-Money
Laundering (AML);

e Actul privind serviciile de plata al Auto-
ritatii Monetare din Singapore (MAS)
impune companiilor de criptomonede,
care activeaza pe teritoriul tarii, s obtina
o licentd pentru a respecta cerintele legale
de prevenire a spalarii banilor (AML);

e In SUA, schimburile de criptomonede sunt
autorizate si reglementate in baza Bank
Secrecy Act (BSA). Furnizorii de servicii
de schimburi de criptomonede au obligatia
sd se Iinregistreze la Financial Crimes
Enforcement Network (FinCEN), sa stabi-
leasca un program de combatere a spalarii
banilor si contra finantarii terorismului, sa
pastreze documentatia adecvatd si sa
prezinte rapoarte autoritatilor competente.
Autorul Helina Hilda mentioneaza, de

asemenea, solutiile blockchain pentru prevenirea
spalarii banilor, evidentiind urmatoarele moduri
in care aceste tehnologii pot contribui la trans-
parenta [18]:

o registrele blockchain sunt imuabile. Toate
tranzactiile sunt inregistrate si nu pot fi
modificate, ceea ce constituie o0 oportu-
nitate importantd de supraveghere a activi-
tatilor financiare. Solutiile tehnologice
sustinute de Inteligenta Artificiald (IA) pot
deveni instrumente automatizate eficiente
de depistare a tranzactiilor frauduloase;

o respectarea cerintelor KYC este esentiald
pentru descurajarea spalarii banilor. O
retea bazatd pe blockchain poate fi pro-
iectatd pentru a finregistra identificarea
verificatd a utilizatorilor si poate fi atasata
la fiecare tranzactie efectuata;

o asigurarea conformitdatii cu AML poate fi
asiguratd prin aplicarea contractelor inte-
ligente bazate pe blockchain. Aceste con-
tracte pot fi programate sa integreze
diferiti parametri, asa Incat tranzactiile sa
se soldeze cu succes, iar sistemul informa-
tional dotat cu tehnologia de invatare
automatad poate semnala orice anomalie
aparuta;

o furnizorii de analize blockchain pot con-
tribui cu actualizari regulate privind con-
formitatea si anomaliile detectate. Este
vorba de implementarea unui mecanism

e The Payment Services Act of the Mone-
tary Authority of Singapore (MAS) re-
quires crypto companies operating in the
country to obtain a license to comply with
AML requirements;

e In the US cryptocurrency exchanges are
authorized and regulated under the Bank
Secrecy Act (BSA). Cryptocurrency
exchange service providers must register
with FinCEN, establish an anti-money
laundering/anti-terrorist ~ financing pro-
gram, maintain appropriate records, and
submit reports to authorities.

Author Helina Hilda also mentions block-
chain solutions for preventing money launde-
ring [18]:

e blockchain ledgers are immutable. All
transactions are recorded and cannot be
changed, which is an important surveil-
lance opportunity. Technological solutions
supported by Artificial Intelligence can
become an effective automated tool for
detecting fraudulent transactions;

o compliance with KYC requirements deters
money laundering. A blockchain-based
network can be designed to record verified
identification and can be attached to each
transaction;

e ensuring AML compliance can be ensured
through the application of blockchain-
based smart contracts. Smart contracts can
be programmed to add different para-
meters for transactions to be successful,
and the information system equipped with
machine learning technology can flag any
anomalies;

e blockchain analytics providers can con-
tribute regular updates on compliance and
flagged anomalies. It is about implemen-
ting an appropriate mechanism and audit
trail for exchanges and enforces AML
compliance.

Conclusions

The rapid growth of the cryptocurrency
market, the anonymity of its activity, the ease of
international transactions, the decentralized
nature of payments and the availability of the
related market infrastructure contribute to its use
by criminals. The spectrum of money laundering
methods in the cryptocurrency market is quite
wide. Currently, the volume of illicit financial
flows and money laundering operations globally
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adecvat si o pistd de audit pentru schim-

buri, In conformitatea cu cerintele AML.

Concluzii

Cresterea rapida a pietei criptomonedelor,
caracterizatd prin anonimatul activitatii ei, faci-
litatea tranzactiilor internationale, esenta descen-
tralizatd a platilor si disponibilitatea infrastruc-
turii pietei aferente, contribuie la utilizarea ei de
catre criminali. Spectrul metodelor de spalare a
banilor pe piata criptomonedelor este relativ

is relatively small, but at the present time it
requires countermeasures to avoid the increase
in the scale of fraudulent activities. Many
nations have introduced anti-money laundering
laws and regulations, and their implementation
and refinement remain a significant challenge.
Modern information technologies such as block-
chain, artificial intelligence and machine lear-
ning can become important tools to fight money
laundering in the cryptocurrency market.

larg. In prezent, desi volumul fluxurilor finan-
ciare ilicite si al operatiunilor de spalare a
banilor, la nivel global, este relativ mic, deja este
necesar sa se implementeze masuri de comba-
tere, cu scopul de a se evita extinderea activita-
tilor frauduloase. Multe natiuni au adoptat acte
legislative si reglementdri impotriva spalarii
banilor, iar aplicarea si perfectionarea lor riman
a fi o mare provocare. Tehnologiile informa-
tionale moderne, precum blockchain-ul, inteli-
genta artificiald si invatarea automata, pot deveni
instrumente importante n lupta impotriva spa-
larii de bani pe piata criptomonedelor.
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